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Abstract
In this study, a chaos based encryption method with nonlinear equations in MATLAB environment is proposed to
increase communication security. Encryption methods that
generated by using the properties of three different chaos
generators are analyzed. Logistic Map, Pinchers Map and
Sine-Circle Map chaos generators which are commonly referred in the literature are used to realize applications. Performance is analyzed by using time and entropy values.

1. Introduction
There has been many studies to prevent the third parties
from getting the information during communication. As in the
other ﬁelds of technology, the faultless systems have not been
achieved in security electronics too. Even if the information
is encrypted well, there is always a possibility that the information can be decrypted by the third parties. To minimize this
possibility, different encryption methods have been developed.
In the recent years, the rapid advance in digital electronics
makes it possible to have more secure communication systems
through the applications of microprocessor and computer based
electronic systems[1].
It is accepted that today’s encryption algorithms, even the
powerful ones can be cracked in a given time[2]. The recent
encryption studies emphasize that there is a high correlation
between chaos and cryptology sciences due to the special
properties of chaotic systems[3]. The chaotic systems have
the properties of wide-band, noise -like, hard to predict and
aperiodic [4]. Due to the chaotic signals show noise-like
behavior and strong dependence on initial values and parameters[5],it makes chaos based encryption more preferable for
secure communication. The encrypted data shows complex or
noise-like feature and this is very important for data to remain
uncracked.

and encryption related information is given. In the second part,
chaos generators which are used in this study and in the next
part, the applications are made are mentioned. In the last part,
the results are analyzed.

2. 1-D Chaos Generators
There is plentiful of 1-D chaos generators. 1-D chaotic systems are high efﬁcient and simple[6]. In this paper, Logistic
Map, Pinchers and Sine-Circle Map chaos generators which are
commonly employed in the literature are used to make application and performance analysis of these generators are made.
2.1. Logistic Map
Logistic Map is one of the most common chaos generators
that is used in the literature[7]. The chaotic part of the Logistic Map is examined by considering the bifurcation diagram in
the ﬁgure 1. The control parameter r in the given equation is
examined for the r values of between 0 and 4. As it is seen in
the ﬁgure 1, if the parameter r has values of between 0 and 3,
the result is 1 , if the parameter r has values of between 3 and
3.4, the result is 2, if the value of parameter r is around 3.5 then
the result is 4 and if the value is less than 3.5699 and near the
entering chaos the result is 8. For the value of parameter r is
more than 3.5669 system enters to chaos. When the value of
parameter r is between 0 and 3.5699, the system has no positive
Lyapunov exponent. If the system has no positive Lyapunov
exponent, the system does not have the chaotic behavior[8].
xn+1 = r ∗ xn ∗ (1 − xn )

(1)

In equation 1, x shows the system’s variable and the n shows the
number of the repetition. x(0) is the initial value of the system
and r is the system’s parameter[9].

In this paper, chaos based encryption technique is analyzed
rather than standard encryption techniques.
To increase
randomness, the cipher which is needed for encryption and
decryption is generated by high level and efﬁcient 1-D chaos
generators[6]. The obtained cipher is used for to encrypt to
data with the help of nonlinear function. For the decryption of
data, what is done for the encryption is done in reverse order
to obtain the original data. Moreover, in this study, the ciphers
are generated with different chaos generators for encryption
and decryption and the performance analysis is made between
these chaos generators. In the ﬁrst part of this paper, chaos

Figure 1. Bifurcation diagram of the Logistic Map
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3. Realization of Text Encryption
Application

2.2. Pinchers Map
Another 1-D map which is used in encryption in this study
is Pinchers Map. The equation for Pinchers Map is given below.
xn+1 =| tanh ∗ s(xn − c) |

(2)

In this equation too x is the system’s variable and the n is
the number of the repetition as in the equation 1. s and c are the
parameters of the system. To initialize the system x(0) the initial
value must be deﬁned. In the ﬁgure 2, the bifurcation diagram
of the system is examined when the value of the parameter c is
between 0 and 2. As it seen in the ﬁgure the system enters chaos
when the value of the parameter is approximately between 0.05
and 0.7.

The purpose of this part is encryption of a given text. The
cipher needed for encryption is generated by chaos generators
to increase the randomness. At the same time, to increase
the security of the communication nonlinear equation is used
[11]. The ciphers obtained and the data to be encrypted are
encrypted with the help of nonlinear function which is given in
the equation 4.

f (x, m) =

m(3x4 − x2 +
5

√

x)

(4)

Here x shows the ciphers generated by chaos maps and the
m shows the data to be encrypted.

Figure 2. Bifurcation diagram of the Pinchers Map

2.3. Sine-Circle Map
Sine-Circle 1-D map is the third chaos generator that is used
in this paper. The equation for the sine-circle map is deﬁned as
below.
xn+1 = xn + Ω − K/(2π) ∗ sin2π ∗ xn (mod1)

(3)

In this equation too x is the system’s variable and the n is the
number of the repetition as in the equation 1 and 2. To initialize
the system x(0) the initial value must be deﬁned. Here K and
omega are the parameters of the system.
In ﬁgure 3 the bifurcation diagram of the system is given.
By changing the value of the parameter omega between 0 and
1, whether the system is chaotic or not is examined. The main
difference between Sine-Circle Map and Logistic and Pinchers
Map is in the sine-circle map the system does not enter chaos
in deﬁned intervals. As it seen in the ﬁgure 3, the system shows
non-chaotic behavior at some interval when the value of the parameter omega is between 0 and 1 [10].
Figure 4. The block diagram of the encryption and decryption
processes.
In the block diagram in the ﬁgure 4, the data which is
encrypted with the help of the nonlinear function is send to
communication channel. For the decryption, the encrypted
data received from the communication channel is transferred to
the chaos generator and the inverse of the nonlinear function.
Decryption can be done if the chaos generator that is used for
encryption and decryption is the same.
Figure 3. Bifurcation diagram of the Sine-Circle Map

For the encryption, the plaintext in the ﬁgure 5 is used. This
plaintext represents m in the block diagram in the ﬁgure 4.
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is used to calculate the entropy value. The equation for Shannon
Entropy Technique is given below[12].
ShanEn(x) = −

Figure 5. Plaintext

In the ﬁgure 6, the encrypted text whose cipher is generated
by using Logistic Map is shown.

N


(pi (x))2 (log2 (pi (x)))2

(5)

i=1

Here in this equation pi(x) shows probability mass function of the i-th term of the dataset, N shows the number of the
probability mass function values. In this study , the encryption
done with Sine-Circle Map has the largest entropy value which
means the encryption is more complex than the other two methods. The entropy values of the chaos generators are given in the
ﬁgure 10.

Figure 6. With Logistic Map Encrypted Data
In the ﬁgure 7 the text that is encrypted with the help of
Pinchers Map and in the ﬁgure 8 the text that is encrypted with
Sine-Circle Map generated cipher are shown.

Figure 10. The entropy values of the chaos generators
Moreover, in this paper the encryption and the decryption
times of the three chaos generators are compared. As it seen in
the ﬁgures 11 and 12, logistic map has the longest encryption
time while its decryption time is the shortest.

Figure 7. With Pinchers Map Encrypted Data

Figure 11. The encryption times
Figure 8. With Sine-Circle Map Encrypted Data
In the ﬁgure 9, the decrypted text by inversing the nonlinear
equation and with help of chaos generator is shown.

Figure 9. Decrypted Text

4. Analysis and Results
In this paper , the performance analysis of the encryption
which is made by chaos generator is done by considering the
value of entropy and time. The method entropy is the one of
the ways to measure how secure the data is[9]. As the entropy
value of the encrypted data increases, the reliability of the encryption is also increases. To calculate the entropy value one
of the Shannon, Norm, threshold, logarithmic and Sure entropy
techniques can be used. In this study, the ﬁrst and basic entropy calculation technique namely Shannon Entropy technique

Figure 12. The decryption times
On the other hand, while the Sine-Circle Map has the
shortest encryption time, its decryption time is the longest. The
inverse proportion between the encryption and the decryption
time can be explained with the entropy values. The chaos
generator with largest entropy value, in this study Sin-Circle
Map which provides more complex encryption than the other
two methods, requires more time for decryption.
It is very difﬁcult to get the same encryption performance
if non-chaotic methods are used rather than chaotic ones. The
results of the analysis shows that, cryptologic systems which
are realized by using the three chaos generators those are
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studied in this paper are efﬁcient and feasible to employ. In
addition , it is observed that the encryption and the decryption
times and the entropy values of the three chaos generators are
different from each other. Sine-Circle Map has the advantage
of more secure method, but Sine-Circle Map requires much
more time to decrypt and this made this method is very disadvantageous if the text to be decrypted is very long. Finally, the
more important advantage of text encryption with these three
chaos generators is that the encryption can be realizable by
using microprocessor or FPGA.
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