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Mesleki Kariyer:

e 2006-2021 yillarinda J.Gn.K.hgi blinyesinde Muh.Subay olarak gérev yapmistir.

* 2021 yilinda OTD Bilisim firmasinda Ag ve Siber Givenlik Mimari olarak EKS/OT alaninda ¢alismistir.
e 2022 yihindan beri CBERNET firmasinda Teknoloji Lideri olarak gorev yapmaktadir.
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DIJITALLESTIRME

DIJITAL ANALOG

- Dijitallestirme, fiziksel bilgi, varlik ve sistemlerin dijital bir temsilinin
olusturulmasidir. Bu, fiziksel diinya ile yazilim arasindaki baglantidir.

- Veriler ve bilgiler ayni kalir; yalnizca erisilebilirlik ve depolama degisir.



BT ALTYAPILARINDA DUITALLESME

Examples of Digital Infrastructure

Dt

@ B,:;;f;nd (()) Communication

Networks satellite
. - -

Mobile
Internet Tele- Network

Backbone communication Infrastructure

Cloud APIs and
Computing Integration
Platforms Services D-_
-4

Data User
Centers Devices
\ PN -




DIJITALLESTIRME-DIJITALLESME-DIJITAL DONUSUM

=;]P\-

==||° !

==pd ' D  FIXING THE

Digitization

ABE

. FOCUSING ON THE PRESENT
Digitalization

|J‘ LT\QJ/T ""
\\ 8333 ‘ CREATING THE FUTURE

~

Digital Transformation




°“E~°Ie

e % r==]

3 ‘é§§§§ 5 ‘EgEEEEE

T

o —-— T.C. ENERJi PiYASASI
Mm

ENERJI UZMANLARI DUZENLEME KURUMU
AAAAAA SUBESI DERNEGI

OT ALTYAPILARINDA DiJITALLESME



EN
o“ DIO(

TP )

& ©
¥ 3
L=
o @ O T.C. ENERJi PiYASASI
" Tmmos * ENERJ| UZMANLARY DUZENLEME KURUMU
DERNE

ANKARA SUBESI

DIJITALLESME
EndUstr 4.0

Endiistri 4.0 ile birlikte, Endiistriyel
Uretim Altyapilarinin siiratle N 00000 ¥ ramianabi C )
|

8rgU Makinesi é é é ilk Uretim Bandi }J;eggm sistemi,

Dijitallesmesi, akilli tiretim siiregleri, oo o

dijital tedarik aglari, kullanicilar ve :E' Olomasyon
cihazlarin surekli olarak birbirleriyle O Mekanik f Flekdrk
iletisim icinde kalmasini gerektiriyor.




Endustriyel Kontrol ve Enerji Sistemleri, Siber Glivenlik

Dijitallesme
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- ®* Siber Tehdit nedir?

‘Siber tehdit’ terimi, internet tzerinde
faaliyet gosteren kotu niyetli kigiler
veya gruplar tarafindan
gerceklestirilen, siradan insanlardan
devletlere kadar risk olusturulabilecek
zarar verici eylemleri ifade eder.
Siber tehditler; bilgisayar sistemleri,
aglar, tesisler, internet kullanicilari ve
dijital varliklar tzerinde olumsuz
etkilere neden olabilir.




Hacktivists use
computer network
exploitation to
advance their
political or social
causes,

ijitallesme ve Siber Glivenlik

Individuals and
sophisticated
criminal enterprises
steal personal
information and
extort victims for
financial gain.

Trusted insiders steal
proprietary
information for
personal, finandial,
and ideological
reasons.

Nation-state actors
conduct computer
intrusions to steal
sensitive state secrets
and propriety
information from
private companies.

TERRORISM

/3

Tenrorist groups
sabotage the
computer systems
that operate our
critical infrastructure,
such as the electric
grid.

WARFARE

e |

Nation-state actors
sabotage military and
critical infrastructure
systems to gain an
advantage in the
event of conflict.



Internete bagh cihazlarin
kullanimi hayatimizi gok
kolaylastirdi

Gunluk
Yasantimizda
Siber Tehdit

NELERIMIZ
IZLENIYOR?

PC Dosya Transferi Bulut Depolama

Bilgisayanmizdan telefonunuza baglanin ve  Google Drive, Dropbox gibi bulut hesaplanniza
erigin ve yonetin

tUm dosya transferlerinizi hizlica yapin baglanin, tek uygulamadan

iZ-L E-NI-YO-RUZ

NASIL?

-

e

5 @S
9" S YapiKredi
"I I%]
DE




Gunluk < b ° Bilgisayar
Yg§ant|m|zpla Kullanimi
Siber Tehdit |-

{MICToscy
@EP

€ C
w©
Pinned C: ;
4 <
A o H 8¢
€ 2C =
Caleulator Terminal Iy o= 2
¢ LI
c EC @
& a a T8
Photos  Microsoft Store ~ 7 Te r
'
z ‘5 - B0
« 8 \ e €
7 £
Alarms & Clock  Notepad < 5
>
8 o
Recommended
8 Andrey

p m - é ﬁ ":'} A £ Q) ENG Esii:::
< = 6/20/2021

Inbox - overtheclothes @gmail.com ... Christian Dating for Christian Si Jacksonville Jaguars, Official Site ...

Ransomware CryptoDevi
I
+You Search Images Maps Play YouTube News Gmall Documents Calendar More ~

> : - i ' Ransomware Decrypter Panel
C C Tim Tebow
Gmail ~ (¢ More SRANTLAND 1-50 of 16,537 > fo] CryptoDeviI
[ cowos= | Do you love benches? - At Rick's Outdoor Furniture emporium you can find the perfect bench to siton all year round! Wy tris ad? L ~ Your Files Has Been Encrypted
’ All your files have been encrypted Buy a key to decrypt your files
Inbox Evite Tony Romo has invited you to “Playoffs Watching Party.” ew th lick t 2:17 pm g
Starred bl . N : 2
o Rex Ryan You need some stank on ur hang low - | know a hooke ) 1 sh1:39 am \ . more instructions forthcoming. - cryptodevil
3 |- Quarterback Play: Fundament by Re - : {
Sent Mail Amazon.com Your order’s been shipped! - Quarterback Play: Fur I r Nov3 - 3
Drafts (35) Antonio Cromartie Have you seen my one kid? - Name is K something. Pretty sure | brought him to the fie  Nov3
(Imap)/Drafts Tom Brady What conditioner does Sanchez use in his hair? won't tell me! It's silky, yetfull. It Nov3 Payment Key Price
[Imap)/Sent Me, Roger Goodell (2) Re: Here's a list of players I've heard cursing - Tim. Stop sending e. It's not ille Nov 3
[Imap)/Trash Yahoo! Answers Aresponse has been posted to your question “For reals what is a zone blitz?" - To see  Nov 3
ko Mom, me (2) Re: What are Jews like? - They're totally nice! OMG, there are any h Nov 3
Twitter Blaine Gabbert added you to his list “QBs shittier than ml
© Andy Reid ESPN Keyword Alert Your keyword “Tebow” was mentioned 476 times yesterd: = =
5 5 More v
© BJ. Raji Norv Turner Locked mysef out of my office - Sorry for the mass email " -
;:1;“;‘” anjones. Mark Sanchez Do we have a game this week? - If 5o, where and what i jonn Sketton: It like, | reach my
e - ki Rex Grossman Not sure if | want your # or Sanchez's next year - HAH arm back and | think “this time
® Dorekidotse Bill Belichick Nashvile - That show is firing on ALL cylinders. You {Fa gonna tie e spial
: Me too! And then it !
&> John Skelton Me. Aziz Ansari (2) Re: Loved u in slumdog millionaire! - Are Y e e
Bill Belichi John Skelton: Never! | don't get it.
» pri me, Jay Cutler (2) QB tips? - | say fuck ¢ Force that shitin there an  They seem so easy to throw.
Andy Reid Time outs - When does Rex usually use therr Then | come back in the huddle
® Rick Santorum
and Larry is ALL mad and stuff.
® Sam Bradford Aaron Rodgers Check out this rad site all about Jesus! - www| 2
Probably g ed at 12 PM on Thursday




Kurumsal islemlerde
Siber Tehdit-Dijital
Sistemler
Entegrasyonu

A }’»,’

NASIL?

NELERIMIZ

IZLENIYOR?




=
(=]
c
a
&

csas

SIMATIC PCS 7 SIMATICPCS 7 SIMATIC PCS 7
0S dients Engineering 08 clients
e e - e
JL ][] . [_1[_] w
e e
T B T T (1 T T
PCSTTMOS  pgcsios  POSTMISOS  gpucos OSsemer  POSTOS  niilllos
& | i I st swanc |
ot
- - E -
= "m ' L=} “mn n:v
Ehamet
S
[ B ]

] 2
e
i S L
7 B EE R T L
‘ L

AS 238

APACSH SIMATIC SIMATIC
TELEPERM M QUA OpenPMC ody

Bainy
oLOG PCSITISTAR InfNat 90 systoms

n
'
n

L LE L)
Sa=A

G333 83k
Ll

2A-Nagnon
" ARaeenN-Aanw

T B2

ey
R Vianee

33

1

e MnA: 8n-ounn

h@vAanNm:!

Ransomware CryptoDevil
" -

Ransomware Decrypter Panel

Presidio Technology + Aryp

CryptoDevil

Your Files Has Been Encrypted
All your files have been encrypted Buy a key to decrypt your files

a8
- :

ACTIVITY 805 Contacts (3 -

more instructions forthcoming. - cryptodevil

ta Tas:

Payment Key Price




8. WannaCry Ramsomware: Melissa Viriisi'niin ardindan bir
de WannaCry... Ne gektin be Microsoft:

7. Ukrayna Elektrik $ebekesi Siber Saldirisi: Peki ya adini bile

larin faturasini 6dediginiz elektriginizi

Y
kesmesi?

Melissa Viriisa ile epeyce ugrasan Microsoft, bu sefer de WannaCry'in agina disti.
Kullanicilardan fidye almak amaciyla olusturulan ve Microsoft Windows'u hedef alan
WannaCry viriisti, 2017 yilinda 150den fazla iilkede yaklagik 200 bin bilgisayara ulast

Saldinnin kiiresel maliyeti toplamda 6 milyar Sterlin oldu

MUSTEHCEN FOTOGRAFLAR VE OZEL BILGILER DE ELLERINDE

Recep Baltas'in yaptigi aciklamaya gore saldirganlarin Turkiye'nin en blyiik petrol
sirketlerinden birine ait hassas dosyalara ve e-posta iceriklerine de sahip oldudu iddia
edildi. Bununla birlikte mistehcen fotograflarla birlikte yiizlerce farkl Tdrk'ln ozel
WhatsApp mesajlari da ellerinde olabilir. Hackerlarin ayrica bazi Tirk siber givenlik

sirketlerinin kullandigi pentest raporlarina da erisebildiginden sUpheleniliyor.

Mesut Qevikﬂ @mesutcevik - 10s
Az 6nce malum hacker bu sefer WhatsApp lzerinden ulagti ve malum
sitenin verilerinin elinde oldugunu, yayacag| iddiasinda bulundu. Bu

2022 yilinda bilgisayar korsanlar: fazla mesai
yapti!
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I Diinya tarihinde ses getiren 10 siber saldir:

1

. Melissa Virsi (1999)

Nasa Siber Saldirisi (1999)

Estonya Siber Saldirisi (2007)

Sony Playstation Agi Siber Saldinsi (2011)
Adobe Systems Siber Saldirisi (2013)

Yahoo Siber Saldirisi (2013)

Ukrayna Elektrik Sebekesi Siber Saldinsi (2015)
WannaCry Ramsomware (2017)

Marriott Otelleri Siber Saldinsi (2018)
RockYou2021 (2021)

O W E N L e WD

2015 yilinda Ukrayn nkivsk bolgesindeki bir elektrik dagitm sebekesine siber

saldin dizenlendi. Yaklagik 22 sinin bu bolgedeki 1 saatlerce elektriksiz

kalds. Enerji firmalan, saldinnin BlackEnergy viriisii aracilg ile gerceklestigini belirtt

4. Sony Playstation Agi Siber Saldirisi: Sony'nin patronlarina
herkesin karsisinda 6zir dileten siber saldiri

Japon Elektronik devi Sony, 2011 yilinda biiytk bir gtivenlik ihlali ile karsi karsiya kald.
PlayStation'un Network ve Qriocity servislerini ¢dkerten hackerlar, PS3'tin butin gtivenlik
sistemini ve agiklarini ifsa etmisti. Kullanicilar online servislere erisemezken, 100 milyondan
fazla kisinin sahsi bilgileri de calindi. Sony yasanan bu gelismeler sonrasi bir basin toplantisi

diizenlemis ve kullanicilardan ézur dilemisti.
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TAKSi CAGIRMA KLASIK METOD
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TAKSi CAGIRMA GUNCEL METOD




DUNYADAN ORNEKLER
YANDEX TAXI
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Hackers created a traffic jam in Moscow on Thursday by ordering dozens of
taxis from the ride-hailing app Yandex Taxi to converge on the same
location in one of the first known instances of attackers using an app-based
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taxi company to create chaos on the roads.

Attackers attempted to disrupt ride-hailing app service on Thursday, the

company confirmed.




EV-SARJ UYGULAMASI ORNEGI

Charging Apps Are Helpful

Charging apps can be invaluable for getting the most out of any EV. A charging app can help an
electric vehicle owner find charging stations and help users determine if the chargers are Level 2 or
3 DC Fast Charging stations. Some also indicate the kilowatts available and if the units are
currently in use. Apps also let users monitor their vehicle’s charging status once plugged in. Users
might plan routes to maximize their electric car’s available range and even reserve a spot at a

charging station for a specific time and day.

Depending on the app, you can also learn the current status of nearby charging stations and know
beforehand if there are any issues, like a faulty charge point or hefty fees, before planning a stop.
This can save you time and money, not to mention avoid the possibility of running out of charge
because the station you had in mind went out of service.

Some apps, such as PlugSharer , include handy tutorials with tips for electric car drivers about
how to recharge and which chargers work compatibly with their vehicle type. Others let you connect
with fellow EV drivers to share useful information about charging stations and offer various travel
advice to make your electric drive a seamless experience.
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Sogutozi Mahallesi
’ 2176. Cadde No: 1/1

09.00 - 17.30 , 06530 Gankaya/ANKARA

VATAN ve SAVUNMA
ULUSAL CALISTAY!1
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ENERJI SEKTORUNDE SIBER GUVENLIK ?_P
YETKINLIK MODELI YONETMELIGI - )(
T.C. ENERJi PiYASASI

MEVZUAT DUZENLEME KURUMU

T.C.
Resmi Gazete

Cumhurbaskanhg idari isler Baskanhgi
Hukuk ve Mevzuat Genel Miidiirliigiince Yayimlanir

6 Haziran 2023
SALI

Say1: 32213
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EMO ACISINDAN
SIBER GUVENLIGIN
ONEMI

EKS/OT Altyapilarinda
Siber Tehdit Tanimlamasi

EPDK Siber Givenlik Yetkinlik Modeli
Diizenlemesinin Detayli Olarak Agiklanmasi

EPDK Tarafindan Belirlenen
Seviye-1/2 Kontrol Maddelerinin
Uygulanmasi Hakkinda Bllgllendlrme

ankara.emo.org.tr @ankara@emo,urgu @ 0 @ o
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