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Abfradlvo opentionr, cdled *erpmentirting

bor' and slogerittrn-teking bor'which we cell
S-borer of SAXTR frmily d ciphcn' rrc tlhc
*only nmlincrr leyerr' d ilcc cipbcn end thcy
eppty two difiercnt "tigily nmlincu'
trrnsfomrtftrn$ which mrp ebit i4utr to 8+it
ouQut* Iterdorc thcir clrnctcrirticr heve
dgdfrmnt ctfcctr on thc fitcngth d th entirc
ryrtcm. Thc cherrtcrislicr of S"torcr of SAXER
femily of cipberr rre exenid for ttc criSerie of
srict evdenclc, bft futdcpcndcncc' end XOR
trble dirtrihrtion Our crycrime.ntr lhow thrt
thc ce.4ocntieting3 $bor hu e wea}neu for
the input difiennce d 12e 1=1990000q) rnd the
slogrrithn-teking' S-box hu e werhcrr for ttre
inprt dilfercnce d 253 1-1111f 101dt

L INTRODUCTION
S€orc And Fast Encryptio'n R$tire \dth

a Key of l€ngth 6l bits UI (SAFER. K64) is a
symmetric (one-lrcy) block ciphcr, which was
d€sigDd W I.L.Ivfassey. SAFER K54 is a byte-
oriented bloc.k-enci$ering algorithm- Th€ blo€k
length is E b5/t€s (64 bits) for plaintd and
ciphertexq tbe user-selected kcy is also I b/t€s (64
bits) in l€ogfh. SAFR K64 is 6e first deqgn€d
ciphr of fhe SAFER frmily of ciphers cott*giug
of SAFER K{4, SAFER. K-12E, SAFER SI({4,
SAFER SK-128, and SAFER SK40. The block
size of all ft€ ciph€cs in th€ SAFER rp,mity is 64
bits, while thc key length is 40 c 64 or l2E bits as
itrdicdd in the nme d the cipher. Tbc oth€r
ciphers in thc SAFER fanily diftr A,om SAFER
K64 only itr tbir key sctedules and in thc unber
of rounds used. Th€ €ocryption round strucure of
SAFB, K-64 is shown in Figue l. Tbe qerdions
labcl€d *45c>'atrd *logrf in Figre I ae tbe *only

nmlfu€ar lay€rs'of the c@r adtfuy Wly no
difrerent *higily mdhd tmdormdims to th€ir
inputs. Thercfore their characterietics hsve
significmt effects on thc sfrensh of the eotirs
s5nst€E- Tbe two opcrations are cdld
"elponentiding box" ad "hgpdfu-tating bo:f
which we call S{oxes of SAFER fanily of dph€rs.
They arc used bdh in |te encryption and
decrygtioa hrt in different locations of the lnnd
stuctu€s, sirce fre €ocrytrion aod decry$ion arc
diehly ditrercnL Thc S-boxes o1'54ppp ftmiV of
ciphers se buift m a mdemtical $rucOre, in
t}d';

- the operdion labet€d "45c)- in Figure l, which
notation is to srggestrh't if th€ byt€ iryf is the imegerj
thebyte urgrt is a9 modulo 257 (exc€ptthetthis olpn
is i'ken to be 0 if Se no&lr rc$lt is 256, which occrrs
forj = l2E), and
- the operation lab€ld 'lo&5" in Figurc l, Tybi(fi
ndatioo is to ilggest that if tb€ byte is the inegcr j th€tr
thebJrte o@rt is logndD (exoetr that this oilpilisrake'
to be l2E if tb€ inFtrbit isj = 0).

Figure l: Encryption Round Struchre of SAFER K64

IL DENNTIIONS
l. Cmpknenc*: Tte idea of coryleteness

was iffiodnd by Kan and Davida [21. If a
cryptographic tmnsfrrnation is oorylete, 6or eacn
ciphertod bit must dcp€nd m all of fre plaintoc bits.
Thtrs, if it wpre possibb to fd the sinpt€st Boolca!
erpression for cach ciffi€xt bit in t€rms of the
plftt€xt bts, each of riloce erysions wqdd hnE to
codain dl of the plaintod bits if th€ firlctio was
oorylete. Altqutively, if th€re is d l€ast one pair of n-
bit plaintextvoctors P andR thddiftr mly inbit i g, =

P O q, and e is the a{it unit r€ctor with a t in position
i), d f (P) d.f (P) diftr at least in biti for all { (r,f) |
I 3 i,y S n ), th€n the fimctim/mst be complete.

2. Avdercbc Ct{Grio: The ideadavrlmche
was imo&rced by Feistel [3J. For a given nmdomatim
to er(hibrl the avalncbc effect, an avcrage of one half of
Sc orlputbits stolrl chge wtenever a silgb iryutbit
is oorylcmenbd. In otrd€r to d€terminc whettcr a givtn
n x n (n inpd bits and n oxprt bits) frnaim/catisfies

ilrnDlxruToryt.,
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this requirement, the 2" plaintext pairs, P and E,
such rhet P and E differ only in bit , (PJ = P @ ei,
and q is the n{it rrnil vestor with a I in position i)
are used to calcrrldc tte 2" enclusineor sums, Ca =

,f (P) O / (P). TfEse exclusive{r sums will be
r€fened to as avalanche v€ctors each of which
contains n bits, or ayalanche vriables. If thic
procefure is reaeated for all i sact thd l<rSq
and one half of the ayalanche wriables are equal to
I for each t, thfl the fimction/has good ayalarche
€ffect

3. Strict Avdanchc CriJerion: The
cotr@ts of thc complaeness atrd th€ a\rdlflche
effect wer€ combined by Webster md Tarares [4]
to define the $rict ayalmche sriterim (SAC). If a
cryptognphic function is to s*is$ the slrict
arralanc,he criteriog then each outpd bit should
change with a probability of ore half wheoever a
siryle iryut bit is corylemflted. Consid€r P ad
P; two niit, binary plaintext vectors, sruch rher P
md Pi differ only in bit, (Pr: P O 9i ad e.is the
n{it rmitvw{or with a I in position i), I 3, 3 n
I-a Ca = f @) @ f (P) d f is the cr54togrryhic
trmdornatio, under oonsideration If/is to neet
the strist ayalmcbe criterion, tbe probability that
each bit in tbe avahde vepts Ca is equl to I
should be one half over the set of all possible
plaintext vectors P and Pr. Tbis should be tnle for
all values of i. Therefore; completeness md
a\.alarche effect are !€€ssary conditions if the
strict nralanche critErion is to be met.
In additioa/is saidto sdi$ maximm qder SAC
(MOSAC) if for all ,t srch th'r I SlSn, flipping
any combination of one or more iryrt bits changes
o|xput bit j with probability one half. SAC is a
subsetof MOSAC.

Normalized distance to SAC atrd
normalized distance to MOSAC are the measures of
tbe closeness of the cipher finction/to SAC and
MOSAC reryectivety. We d€fire normalized
distance to SAC for the,ye avalanche rariable as
follows;

I o*lil I p, =", t= #l 2*, - ,Z,c,Vl

afiElr'l=,..1g11 r,l { D,uUl I P, =',

wherp n is the number of input/ouQut bits ofl q is
the n{it unit vedor with a I in position i, Pa is the
input difference befiveen iryi' pairs (P, P), C6[] is
the 7e avalanche vuiable of the arralanche vector,
Cl ( =.(P) @/Geq) ), and l<r,/<n If SAC is
satisded, then D* is 0, which is the ideal casc. In
the uorst case, D* equals to l.

And we define normalized dishce to
MOSAC for thef arralanche variable as follows;

( l )

(2)

l r .  =o )=*l  r ' -  I . .Ul |  
(3)

daP' d, I

Dm^"Ul=,.H,r-,( Du^*Ul I r, =a )1+1

where n is the number of inprd/outprr bits ofl 6 is tbe n-
bit binary rcpresentation of any integsr in the ifierral [],
2:-U, Pd is the input difrercnce b€tq/e€n input pairc (p,
P), Ca[ll is thef avalande variable of the arralanche
vector, C.a (= S(P) @ S(POD) ), and lSTSn If MOSAC
is satisfie4 then Ds'is 0, which is the ideal case. In the
worst case, D* equals to l.

4. Bit Independence Critcrion: The idea ofbit
inde,pendenoe criterion @IC) rras intnoduced by Webster
and Tarroes [41. For a grver set of arralalche \r€ctors
gcnsratedby the complementing of a single plainext bit,
alt the arralflche variables should b€ pirwise
indeeeoAent Altematiwly, consider P atrd P,i two tr+il
binary plaintext vectors, such thd P atrd B difier only in
bit i pr = p O e, atrd e is the niit unit vector with a I in
position i), I <r<n- I.a.ca=f (P) o"r(Pt and/is rhe
cr5ptographic fmsformation, under considernion If/is
to m€et the bit indepenfuce criteriq th€ bitsj md & in
C.a c.hmge indeeendentty for all i,y, k (I<j, &<n with
j*k) .
lnorderto measuethe deg€e of i@€nce betqrc€n
a pir of avalancbe vriableq their correliafion aoe,ffcient
pis caloilated- Fortwo variables j Mh

Pv.kt='T!'I l  (5)
oUlo(k|

whene
pA,4 =correbtioncafficient dj amrdk
ov$, kl = aovariance of7 aldk:EUkl - EUIE{&)
& u=etft-.c,tiD'
Efi) = expectod valw of7

For the case of binary variables, a correlation coefficient
of 0 means that the variables are independed. In
additiou, tb nuiables will always bG id€ntical if the
aorr€liati@ coefficient 6qrrnls l, and a value 9f -l means
that ttey will always b€ aomplem€nts of one aother.
In addition, / is said to satig Eardnm od€r BIC
(MOBIC) if the same or&ril bit tudependence holds
whenerrer flippi"g any combindion of ine or more irynrt
bits. BIC is a srbset of MOBIC.

For tbe criteria of BIC, if correldion co€ffici€nt
is caloilated for wery pair of arratenche variables, a
correlationndix dd a rru{imum oorrelatim mfix of
sizes n x n are defined with elements:

Br,"(t, k lnr=e,)=4crlj l  , crl l l  G)

B#(.r', t)=,,.r1E _,yl tn\, k I p,=",) l(7)

where n isthenumberof iryt/or|pril bitsofl e.isth€ n-
bit tnit vector with a I in pmition i, Pd is

( o*b'l



the input diffsmce betrcen iryt pairs (P, P),
CaU] is theT* avalmche variable of the arralanche
vector, C6 ( =J(P) O"1{Ped ), and I < i,j, & S n.

SimiladS fot the criteria of MOBIC, if
correldion coefrcient is calctlated for wery pair d
avalanche vaiables, a correldion mfix and a
maximum correlation matix of sizes n x n are
defined with ele,nents:

B^-,n(i, t I ro =t)= o{ c"Ul , cr[el ] (8)

Btr *(j, t)=_1gf'{ B,-nU, t I r, =a) }(r)

wher€ n is the nrmber of iryrd/urryr bits ofl 6 is
the nSit binary r€presentation of auy inlegsr in the
inHvat U, 2"-ll, Pa is the inprr ditremene betq€etr
inprf pairs 6p, P), CaUl is they- arralde vaiable
of the ayalanc,he vector, Ca ( = S(P) e S(RED) ),
and 1(j, ft(n.

5. XOR Teble Dirrribution: Difiercdial
c4ptanalysis [5], a ponerful crypanalytic anacJg
requires knowledge of the XOR tables of
srftstitr*im boxes (Stoxes). For an n x n S$ox,
th€ XOR table bas a size of 2" x 2" with i6 rora
md columns indexed by 0, l, 2, ..., 2"-1. Position
[i,7] in the XOR table contains the value;

I k.0, rf :s(x)es(xeal=a,| ltrol
such rhrr o<i, j<2"-1, and zp and 4.are ntit
binary representations of indices, and.;'. Tbe pair (r,
7) is called an inpU/oupU XOR pair. Difreremiel
cryptumlysis oploits snch XOR pats with lqge
XOR table entries. A ciphtr can be seored apirut' 
differential cryptanalysis by selecting S$oxs with
low XOR able entrieg ideally 0 or 2 (the one
exception is the €ntry (0, 0) which has the ralue of
2). Tte srn d the XOR table effiies m ft€ €ach
row is equat to ?, whicl is the total number of
input vector pain 0t XO rlJ.

IIL RESI]LTS
E4oncntiding S-Bor
a) SACandMOSAC:
For the exp@ediadng SSox,

{Do.llllPr=e,l ouves, given by (l)' are

d€pict€d in Figure 2. In th€ figue lhere il€ €ight
quves each &teined for me of the eight 8+it tlnit
vector iryU differeltc€s, e1, . . ., es. Tto6€ qrrves are
merged into a siqgle *", D#bl curve, by (2) in

that it takes the maximum of normalized distmce to
SAC values for each avalanche rariable. But, th€
DffiLl orve is not depicted sitrcc it is almost the

sane as the curye (Do..bll Pr:e"(=128r0))

and (l) giv€s nore wftnble idornation tlm (2)
wiX give. Tte nmnalized distnnce to MOSAC
values for all pmibb 255 in$. differenm are
calculated by (3).

Figrne 2: {D",.L'll Pa = e,I versusjr qrrves

for tbe expooentiating S.box

Issfead of drawiqg all tbese qurrcs in the smc figrne tbe
Dtr"*Ul orve, girrcn by (4), is @icr€d in Figure 3.
Actually, this quve is also nearly the same as the curra
tDsr"b'llP, = l28ro) inFigurc 2. The onlv ditbrence
is d the 66 arralandre variable md occurs for the iryn
differenoe of 137 1=16qglmlt. At dl ofih€r avalancfie
variabl€si the ma:rina ocqr for the iryut difrereoce of
128 1=1900000q). It is dserwd rhar a66atrli2srl
diSmce to (MO)SAC for all avalnche vriSles other
than the 6b are comid€rably high md the stria avalmche
crit€da conpletely fails at the ?ih atrd 8th arralanc,be
rariableswhere Dffir$c E I-

;;r'affi"fulverssr;;*'
exaonentiding S tox

b) BICmdMOBIC:
Tt€ 8"rT ^rn'r Bffiilc matrices are calolmed

W O d (l) reryectively as follows;

0J5 r,00
-0,30 t 00
025 t00
o3?  

' t oo

q57 100
r,00 1,00
100 100
100 t 00
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Biln),,,,.
t.fi,

0.70

0.48

0..33
- o.59
- ( t r 5

1.00

1.00

0.70

1.00

0.69

0,47

0.3 |
- 0.30

1,00

t"00

0.4t|

0.69

1.00

0.68

0.44
- 0.31

I.O0

1.00

0.-:l-1

o,47

0,68

I,O()

0.65

0.37

I,OO

t.00

- 0,59

0.31

0,44

0.65

t.00

0,57

t.(x)
1,00

-o.25
- 0,30
- 0,31
0.37
0,57
t.00
t,00
1.00

As seen from lhe malrices. lhc conelation
cocfficient betwecn the 7'n ard any other avalanche
variable. and betwe-cn thc 8'r and any othcr
avalanche variable is 1,00 (actually "undefined"
since thevariance ofthc avalanche variable is 0 for
thc ?ft and 8d' bit positions of the avalanchc veclor).
A scarch over all correlation malrices defined bv
(8) shows that these undefirned rows correspond to
an input difference of 128. Other values in the
RjllL- nutrix are also quite closc to /- which
mcans lhat the avalanche variablcs arc highly
correlated.

c) XOR Tablc Distributon:
The XOR table is a matrix of 256 x 256,

whose entries zue calculated by (lO). If it is divided
into 8 pieces. so that each piece is 32 x256-thc
maimum entry for each piccc is as follorvs:

Thc maximum entry is l2E for the whole XOR
tablc and occurs for the position [28, 2531- which
mcans lhat when Pd=l28r,t the avalanche vec{or
Ca=253n occurs for 50olo of lhe werall input pairs
,since the highest possible value is 2t=256. Thc
XOR table distribution test also verilies thc
prcvious tests in ftat the maximum tablc entry
occtrs for the input difference of l2E.

Logrrithm-trking $Bor
a) SAC and MOSAC:
For the logarithm-taking S-box,

{ lrr. [i I I Pd = e ,l curves, given by ( I )' are
depicted in Figre 4. In the figure there are eight
curves each obtained for one of the eight E{it unit
vector input diffcrenccs. €t, .... €t. tt is seen from
lhc Figurc 4 that rcrmalized distrances to SAC for
all avalanchc variables are below 425, which is
quite gmd. Thosc curves are merged into a single
one, Dffi[7] curvc, by (2) in that it takcs thc
maximum of normalized digance to SAC values for

i
I
a
t c

I

0.18 -0,t8 0.21

1.00 q09 0,06
(r.o<) t,(x) -o,25

0.06 -o.25 t.00
-0,22 0,1 l 0.26

0,18 0,15 0,09

0.t5 0.24 -0.16

-0.19 -0,12 -0,_11

0,16 -0,t2
-0,22 0,t8
0,1 I (r.l J
0,26 0,0e

t,00 0.06
0,06 [00
-0 .12  -q t5

0,19 0.o7

- 0.13

0,15

0,24
-0. t6

-1r,lz

- 0.15

1.00
-0,19

-0.25

- 0,t9
-o,12

- q l l

0.19

o,o7
- 0.19

I,U'

cach avalanche variablc. Thc DJil[i] curvc is nor

r:;l
I i1l
l -  d l

I '::l
t " t
L-'!l

L{X}
o.l t

-  0,18

o,2l

0.16
- o,l2
-0, t3

-o,25

-1

- - - 1 . r - . .  
/ . / - - - - ' . \  

- , ' i \  - : . ,  - . . . . - l
., .- . .. \ *_-.,. I

- i ' , . .  ;  -  - - -  j : i . : . . - -  \ .  . .  .  -  - - _ j

Figure 4: tlL.blt Pd = e,l versus/ curvcs for the
logarirhm-taking S-box

Figurc 5: Dff ,,rl_il versusJr curvc for the logarithm-
taking S{ox

b) 6tC ana MOBIC:
The 8i]) ard Bffi'Brc matriccs are qilculated

by (7) and (9) respectivcly as follows:

utrft:=
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8ffi","=
r,o0 -o,28 -0,4

-oJr l,0o -03r

-0,44 -034 L00
035 036 0J3

-0,48 -028 -0J0

0)4 0,40 037

0,33 034 0,27
-0,40 031 0,,o

-0,48

-o,2t

-0,50

0J3

r,00

o,29
-0J0

-0,37

c) XOR Table Distribution:
The XOR table is a matix of 256 x256,

whose entries are mlculded by (10). If it is divid€d
into 8 fleceq so tha. each piece is 32 x 254 tbe
maximun entry for each piece is as follows;

The ma:rimrrm €ntry is 12E for tbe wholc XOR
table and occurs for the position [253, 128], which
qr€atrs thrt when P.e253r6 the arralanche vector
Ca=l2Ero omrrs for 50plo of the werall_irytt pairs
sirce tlrc highest possible value is X=256. \he
XOR table distibution test also verifies the SAC
test in that the maximum table €ntry occurs for the
input difrerence of 253,.where SAC test has its
nilolna.

IV. CONCLUSIONS
The qporcntiating S{ox has a weakness

for the input difference of 128 (=100000fiD. rn
order to compae the exponentiating Stox ard the
logaritbm-taking S{ox better in terms of SAC, the
DHo"Ul crnrcs, given by (4), are depicted in

Figure 6. As seen from the solid qrnrc in Figue 6,
nme of the aralmche vaiables obey tbe SAC;
mneover, it isobsewed from Figure 2 and Figue 6

M Dff*"bl = {Ao"[-illPa =l28ro] forallj,
exceptj = 6.
For the same input difrerence of 128, the rezufting
ouryurs (C,Ct) akays bave the same bitvatrcs in
their 7d'bit ad the oomplement bit vahes in their
8h bit positions, which make the last two rows of
Bffi N Bffi" marices undefined. Othervalues

h Bffn ae also quite close to I, which mems
that the nralmche variables are highly correlded,
md nany of them are the sme as the elements of
Bn"A, k I Pr=128,0), gven bY (6)' The

XOR table distribution test also verifies SAC and
BIC ftsts in that the maxinun table entry occtrs
for the inprt difrerence of 128.

| .r. ' .d..b. I
| -+i-.hr.r I

t

Figure 6: Dtr*r"Ul versus/ ctnm for the
€xpon€ntiding md loguiftm-Uking S.loxes

The logdtbn-takiry S{ox has a q,Ealocss for
thc itrput diffcrcne of 253 (=l111ll0lt. The &d'd

crrwe in Figure 6 oorresponds to Dffir"Ul ild is €qual

to tD,,"bll P, =253rc1 for all j. Howeraer,
normalized distance to MOSAC for all j is abqtr 0,5,
which is betterrhan ffis cpse of enrponentiating S-box
Many elements of Bffas are the sme as the elenrents

of Bn"Q, k I P, =25310), and the naxiru111 cotry

oftfu Bff,gis453.
Th naximum €ntry of th€ XOR table also occurs for the
inprt difierence of 253, where SAC test has its maxina

Finally, althouet the logarithm*alcing S-box
s€€ms to be more resistive to the attads than the
ogonentiating S{oa yet it has a weakness for the inpl
diference of 253 d the eryonentiding Stor bs a
wealmess for the inpt difference of 128.
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