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ABSTRACT

This paper presents a digital watermarking algorithm used
for the copyright protection of gray-level images. The
proposed algorithm is a  blind, invisible-robust
watermarking scheme and uses both frequency and spatial
domain components of an image. The algorithm is novel in
the sense of both embedding and extracting algorithms rely
on the information gathered from the both domains. The
energy and the frequencies of each block are calculated
using Discrete Cosine Transform (DCT). For each block, the
selected frequency coefficients from middle-frequency band
are modified by comparing the energy of the block with the
sum of DC coefficient and selected AC frequency coefficient
of the corresponding block. The watermark can be chosen as
copyright information, owner information or a digital logo in
the form of a bitmap image. The experiments showed that
the watermark data embedded into digital image with the
proposed algorithm was successfully recovered after various
attacks; JPEG lossy compression, cropping and low pass
filtering.

I. INTRODUCTION

The current information technology and Internet network
all around the world provide fast communication in the
recent years. Most of information is transferred into
digital form to benefit the advantages of the emerging
technologies. Digital media can be copied and distributed
without any loss in fidelity, resulting with problems for
the protection of intellectual rights of the works [1, 2, 3].
Especially in photograph industry, this is the problem that
must be solved. One technical way to protect copyright of
the works in digital form is to embed watermark by
modifying the work. The watermark can be owner
information, copyright data, digital label or a company
logo which completely characterizes the owner of the
work. Therefore, watermarking has become very active
research area in literature.

This paper deals with image watermarking to solve the
protection of copyright problem on the digital images.
Digital image watermarking can be applied in either
spatial domain or frequency domain or both of them. In
spatial domain watermarking algorithms, the host image is
directly manipulated pixel-wise to embed watermark data.
The frequency domain methods, initially decompose the
host image into frequencies, and then manipulate the
properly selected frequencies. There is no reported work
that constructs embedding and extracting algorithms
around the parameters that are obtained from the both
domains.

According to the human perception, the watermarking
methods are divided into two parts: visible and invisible
watermarking. In visible watermarking, the watermark
can be directly seen on the host image. On the other hand,
in invisible watermarking methods, the watermark is
embedded in the host image imperceptibly [2, 3]. A dual
watermarking technique that contains both visible and
invisible watermarks is proposed in [4]. The invisible
watermarks can be classified as robust and fragile. Robust
watermarking algorithms are designed so that the
watermark should be resistant to image processing
operations. In contrast, the fragile watermarking
algorithms do not provide resistant watermarks [5].

In terms of extraction method, watermarking algorithms
can be separated into two types as follows:

e Non-blind watermarking

e Blind watermarking

In non-blind watermarking algorithms, the watermark is
extracted using either the original host image or the
embedded watermark. On the other hand, in blind
watermarking algorithms, the watermark can be extracted
using neither the original host image nor the embedded
watermark. In this paper, a novel watermarking scheme



that is invisible-robust and blind watermarking technique
is presented. The use of parameters obtained from both
spatial and frequency domains in the embedding and
extracting mechanisms, is proposed in this work.

The paper is organised as follows; the watermarking
algorithm is explained in Section II in details. Section III
illustrates the experimental results and Section IV briefly
discusses the algorithm and the experimental results. In
section V, we conclude this paper.

II. WATERMARKING ALGORITHM
In this work, we will propose a blind, invisible-robust
watermarking technique for digital images. The
watermark is selected as a digital image in bitmap format.

The distortion caused by watermarking on the host image
is directly proportional to the amount of embedded
watermark image. Instead of wusing a gray-level
watermark, a black-white image is chosen. To decrease
the distortion, the watermark is transformed into binary
image. In addition, the distortion is proportional to the
size of watermark. So, choice of the smallest watermark is
appropriate to decrease the distortion on the host image.

In order to survive the watermark from picture cropping, a
pseudorandom permutation is applied to the binary
watermark by using a seed number. The binary watermark
can be permuted more than one. Assume that the binary
watermark is W, the selected seed is K and the
permutation number N. Then the resultant permuted
binary watermark W, can be found as

W,=Permute(W,K,N) (1)

In the literature, many watermarking techniques are based
on either spatial domain or frequency domain using
Discrete Fourier Transform (DFT), Discrete Wavelet
Transform (DWT), DCT, etc [6]. Our watermarking
technique is based on a relation established between
spatial domain and frequency domain. First of all, the host
image is divided into blocks of size 8x8 pixel. The energy
of each block is calculated in spatial domain using
Equation 2 and DCT (Equation 3) is used to decompose
the frequency coefficients of the blocks.
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where /,(x,y) is the pixel in the block ranging 0-255.
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The first transform coefficient H,(0,0) is the average
value of the sample sequence. In literature, this value is
referred to as the DC coefficient. All other transform
coefficients are called the AC coefficients [7]. Because of
the reasons explained in [2, 3, 4, 5], block-based DCT is
used in our watermarking algorithm by modifying the AC
coefficients in the middle frequency band. Meanwhile, the
watermark image is divided into same number of blocks
with host image.
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For a uniform-colour image, the DC coefficient of an
image block is equal to the square root of the energy of
the corresponding block. On the other hand, for real
images, there is difference between the values. The
difference is proportional to the high frequency
coefficients’ weight of the image blocks. Square root of
energy is proposed to be the reference point and AC
coefficients are modified by comparing the reference
point with the sum of DC coefficient and the selected AC
coefficients. This modification can be either additive or
subtractive by the amount of embedding weight . In the
following, R represents the reference point, DC and AC
are the frequency coefficients in a block and f is the
binary watermark data that is embedded into the
corresponding AC coefficient. First of all, constant n is
evaluated using Equation 4.
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By using evaluated n, the new AC coefficient AC’ is
calculated with Equation 5.
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After modifying each AC coefficient in the host image
blocks, inverse DCT is applied to the block to get
watermarked image (Equation 6).
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The proposed algorithm is a blind watermarking
technique. Therefore, in the extraction algorithm, we do
not need to use the original host image. During the
extraction, embedding weight A, selected AC frequencies,
number of pseudorandom permutation and the seed
number will be used.

The extraction algorithm begins with block-based DCT of
the image in question using Equation 3. Meanwhile, the
energy of each block is calculated (Equation 2). The
extracted watermark data will be binary (0 or 1), from the
equation below.

0,if R+ (Q2n-1A<DC+ AC < R+ 2ni
f= (7

Lif R+2nA <DC+ AC < R+ (2n+1)A

where, 7 is an integer number and R is the reference point
equal to the square root of energy of the corresponding
block.

Now, we have permuted watermark data. To recover the
original watermark, we should perform same number of
inverse-pseudorandom permutation with the same seed
number used in embedding algorithm.

III. EXPERIMENTS
Experiments are performed on gray-level images of size
512x512 pixels and the black-white watermark of size
128x128 pixels. The well-known images Lena, baboon
and peppers are selected to test our technique (Figure 1).

Figure 1. Test images, a) Lena, b) baboon, ¢) peppers,
d) watermark

Watermarking of digital images by any method causes a
distortion on the host image. Mean Squared Error (MSE)
can be used to measure the difference between the
original image and the watermarked image. MSE is
defined by the equation in the following. Small MSE in
magnitude means small amount of distortion.
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where, N; and N, are the size of images, X is the original
image and X,, is the watermarked image.

The test images are watermarked with different weights. It
is observed that, the distortion on the host image is
proportional to the embedding weight (Figure 2).
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Figure 2. Distortion measurement of test images, MSE
versus embedding weight.

Peak-to-Signal Noise Ratio (PSNR) is another criteria to
measure the quality of watermarked images and is defined
as

2

PSNR,. = 10log( ) (in dB) )
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The result of quality measurements of watermarked
images with different embedding weights is given in
Figure 3.
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Figure 3. PSNR measurement of test images, PSNR
versus embedding weight



It is obvious that, higher embedding weight decreases the
quality of watermarked images. The acceptable PSNR for
watermarked images is between 30 dB and 40 dB [5].
Higher PSNR values mean that the watermarked image is
too similar to the original one.

In the invisible watermarking algorithms performed in
frequency domain, the choice of frequencies is very
important. The human eye is sensitive to changes in lower
frequency coefficients. On the other hand, high frequency
coefficients might be discarded after quantization
operation of lossy compressions [2]. In [5], because of
these reasons, the AC coefficients to be modified were
selected with genetic algorithm. The best result after 200
iteration gives 34.79 dB PSNR value using embedding
weight A=10. This computation takes 2 minutes per
iteration. In our watermarking algorithm, using same AC
coefficients with same embedding weight, we get 44.725
dB, which means very high quality image. The
comparison of our results with the results in [5] is in the
following.

Selected AC PSNR PSNR
frequencies A=10 A=30
Results in 6,9,11,12 34.790 34.090
[5].
Our results 6,9,11,12 44,725 36.002
Our results | 16, 19, 24, 25 44.794 36.033

Table 1. The comparison of our PSNR results with the
results in [5].

In [3], a block-based DCT watermarking algorithm was
proposed. The maximum quality (PSNR) of watermarking
image was measured 39.6044 dB for the Lena image
using the proposed algorithm. On the other hand, our
embedding algorithm provides the qualities 44.794 dB
with A=10 and 51.340 dB with A=2 for Lena image.

In our watermarking algorithm the watermark is selected
to be a visually recognizable black-white digital image.
To compare the similarity between original watermark
and extracted one, a quantitative measurement is required.
Therefore, we used Normalized Correlation (NC) defined
in Equation 10 to measure similarities between the
watermarks.
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where, M; and M, are the size of watermark, W is

original watermark and W is the extracted watermark.

Our watermarking algorithm, the resistance of watermark
was tested for JPEG lossy compression, picture cropping
and LPF attacks.

JPEG lossy compression applies block-based DCT to the
image and then discards high frequency coefficients with
quantization by an amount of compression ratio. In order
to obtain robust watermark against JPEG attack, we
embedded the watermark using DCT. To survive the
watermark from quantization operation of JPEG, the
middle frequency coefficients are selected to modify. In
the experiments, we applied JPEG lossy compression with
different ratios. It is observed that the embedding weight
increases the resistance of watermark against JPEG attack
(Figure 4).

(a) A=18, % 40 (b) A=26, % 60 (c) A=38, % 80
compressed compressed compressed
Figure 4. Extracted watermarks embedded with different

weights from baboon image after JPEG attack.

In [2], Lena image is compressed with a ratio of 10.74 and
the extracted watermark’s similarity was measured as
0.413. On the other hand, in our algorithm, watermarked
(A=14) Lena image is compressed with a ratio of 10 and
then extracted watermark similarity is measured as 0.999.
Therefore, the watermark embedded with our algorithm is
more resistant to JPEG lossy compression attack.

Picture cropping is another common attack on
watermarked images. To test the proposed algorithm,
watermarked images is cropped with different ratios and
fill with uniform white colour. Since uniform white colour
does not carry any information of watermark, extracted
data from this part will be nothing. In the following
pictures, extracted watermark from the watermarked Lena
cropped from left side with different ratios.

(2) (b) ()

Figure 5. Extracted watermarks from Lena image
watermarked with A=26 and cropped with ratios a) 10%,
b) 40%, c) 70%.



In Figure 5, it is seen that, the lost data is distributed on
the watermark. This is the result of pseudorandom
permutation performed before embedding.

In [3], the proposed algorithm was tested for cropping
attack. The missing portions of the watermarked image
were replaced with the portions of the original host image.
The comparison of our cropping test results with the
results in [3] for Lena image follows. The higher
similarity of our extracted watermark is the result of
pseudorandom  permutation.  The  pseudorandom
permutation applied to the watermark before embedding
increases the watermark similarity against crop attack.

Cropping Our extracted The extracted
Ratio (%) watermark watermark similarity
similarity (NC) in [3] (NC)
10 0.935 0.88657
50 0.600 0.52558
90 0.137 0.11139

Table 2. The comparison of our NC results with the
results in [3] for the selected ratios of cropping attack.

Low pass filter test is applied to the watermarked images.
LPF is useful in noise smoothing. After LPF attack, it is
seen that, the embedding weight is not so affected on the
resistance of the watermark. In Figure 6, the watermark in
Lena and peppers images are affected approximately same
ratios while the watermark in baboon image is nearly not
affected. The difference of these images is the amount of
smooth surfaces.
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Figure 6. The similarity results of watermarks extracted
after LPF attack.

IV. RESULTS AND DISCUSSION

In this paper, we proposed an algorithm that enables a
blind, invisible-robust watermarking for digital images.
With our algorithm, we can obtain quality watermarked
images even if we used high embedding weights. In
addition, after the common attacks against watermarked
images, the extracted watermark is very similar to the
original.

The embedding weighting factor generally increases the
resistance of the watermark against the attacks. In
contrast, high embedding weights decrease the
watermarked image’s quality. Choosing small embedding
weighting factors results in fragile watermarks with high
quality watermarked images. On the other hand, choosing
higher embedding weighting factors results in robust
watermarks with lower quality watermarked images. An
optimum weight can be selected depending on the aim of
the watermarking.

V. CONCLUSION

A blind, invisible-robust watermarking is one of the
technical solutions to copyright protection of digital
images. The experimental results show that the proposed
algorithm embeds the watermark imperceptibly and it is
resistant to common picture attacks. In comparison with
the previous works, better watermarked image quality is
measured and the extracted watermarks from attacked
images have higher NC values.
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